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Computer Vision Unit's Goal:

The goal of this unit is to provide a basic foundation in computer
vision & artificial intelligence so that students can see where
computer vision, artificial intelligence and cybersecurity meet and
can potentially create a whole new career path in cybersecurity.

Students will ultimately demonstrate how Computer Vision relates
to and integrates with CyberSecurity.

Computer Vision Lessons :

Lesson I: Learn the History of Autonomous Cars.

Lesson Z: Introduction to Computer Vision & Object Detection
Lesson 3: Understanding Neural Networks & Machine Learning
Lesson 4: Understanding different types of Car Sensors

Lesson a: Utilizing EV3 Lego Mindstorms, explore autonomous cars.

Lesson B: |dentifying vulnerabilities in autonomous vehicles
Lesson 7: Research Vehicle CyberSecurity & Auto-I1SACG
Lesson 8: Create a brochure: “How secure is your Autonomous Vehicle?

Exploratory Computer Vision & Fieldtrip to UCF:
 Research UCF and explore other areas of Computer Vision.

Computer Vision Relevant Terminology

Computer Vision is a field of Computer Science that aims at giving
computers a visual understanding of the world. (Hayo)

Artificial Intelligence (Al) is the science of computers emulating
humans and training machines to perform human-like tasks. (SAS)

Machine Learning is a method behind how machines learn from
data. It is a specific subset of Al that trains a machine how to learn.
(SAS)
Deep Learning is a type of machine learning that trains a computer
*% to perform human-like tasks. Deep learning sets up basic
p N parameters about data and trains the computer to learn on its own
by recognizing patterns using many layers of processing. (SAS)

K

u Y TR DATA and the
o R y D CA

omputer Object Detection ® Machine Learning ® Vehicle Sensors

f 1 oS ol [
' * L ﬂ L
. - okl ; 8 0 - & = ==
f- c)’ g ". - l 985 - =3 st /‘R o~
o g | ~ ‘l "‘ n ZPEW ﬁ, = =
; e i <

- ¢
»»»»»»
-

At last — a m that
« can beat a champion Go player PAGe4sa Y
e ALL SYSTEMS GO §g*
T /

(€} CROOMS

\/' Academy of Information Technology

Integrating Lomputer Vision into

Lyberaecurity

presented by: Halima Fisher, UGF RET Participant 48
Lrooms Aoll, Applied Technology Ieacher ARt T
Curriculum Integration Goal. ke
Lyberdecurity students will be able to identity the signiticance of [earning \'\\1
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N B The students prior knowledge of CyberSecurity concepts
B8R AR necessary for the integrated Computer Vision lessons will be
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" \\ S 0 BN the students :
| 7 Sl o o= 1,,"- - \u\ﬂl N * Demonstrating an understanding of trends in CyberSecurity
s«yu,l"'l /alﬂﬁ“n .- Sﬂf:dﬁl“ln 1 .; and how it evolves as technology evolves.

Introduction to vulnerabilities and securing 03
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L) 7\\; VE " IB B e/ \ / RNV & < |Inderstanding of confidentiality, integrity, availability and
" = g /\ | R— [/ . A — ) / \ thenticats
| N ARl N\ FL DOE-Computer & Network Security Fund. Standards:

, 1 18.0 Demonstrate an understanding of cybersecurity,
including its origins, trends, culture, and legal implications.
18.03 Describe the individual elements that comprise the CIA
triad (i.e., Gonfidentiality, Integrity, Availability).

22.11 Demonstrate knowledge of different operating systems.
26.0 Demonstrate an understanding of basic security
concepts.

-\ . ..\ 27.0 Demonstrate an understanding of legal and ethical

K‘% issues in cybersecurity.
IR /4. entity vulnerabilities associated with authentication.
‘QSZEII]BId fy vulnerabil d with auth
7y VAT 36.0 Solve problems using critical thinking skills, creativity e
" / A% and innovation.
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