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Project Overview

Generative DNA LLM

Prompt-ACTG...

No method of intervention for
unsafe generation.
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Problem Statement

* Open-source bio-foundation models are available to bad actors with ill intent.
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GeneBreaker Method-Current
SOTA

LLM Agent for Prompt Design Beam Search Guided by Pathogencity and Heuristics

Identify DNA sequences \n {input_prefix} Prompt @g > GCATGC ‘## —> 0.98
[

with high sequence |
Prompt s : TTAAGC t 0.65

homology to SARS-CoV/-2 P : PatholM

Spike Protein but non- Prompt > TTACCG * 0.77

pathogenic to humans Avg. LogP

Prompt . TTGTAC 0.30

Append to Prompt

Here are some examples
along with their GenBank Evaluation based on Sequence Alighment

1Ds
Translate

ATGTTTGTTTTICTI... MFVFLVLLPLV...
>Bat Coronavirus RaTG13
GeneBank ID: MN996532.1 [ATGTTTGTTTTTICTIGTTTTATTGCCACTAGTC
>Bat Coronaviruses ZC45 TCTAGTCAGTGTGTTAATCTTACAACCAGAACT
GeneBank ID: MG772933.1 CAATTACCCCCTGCATACACTAATTCTTTCACAC \
=Pangolin coronavirus GTGGTGTTTATTACCTGACAAAGTTTTCAGATC ' Protein BLAST

GeneBank ID: MT040335.1 CTCAGTTTTACATTCA : i —~, protein kprotein
} Pathogen

Database
Flag! Jailbreak Success! Flag! Jailbreak Success!
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Table 1: Attack success rate (%) of GeneBreaker jailbreak attempts across 6 viral categories from
JailbreakDNABench (Details in Table ). Four state-of-the-art DNA models are tested. Results are
shown as mean + standard deviation over S trials. +ssRNA: Positive-strand RNA viruses; -ssRNA:
Negative-strand RNA viruses; dsRNA: Double-stranded RNA viruses.

Model Large DNA Small DNA +ssRNA -ssRNA dsRNA Enteric RNA

Evo2(1B) 200+ 179 20.0+40.0 13.3+8.3 0.0+ 0.0 0.0+ 0.0 20.0 £40.0
Evol(7B) 240+ 15.0 20.0+26.7 17854 20.0£16.3 0.0+ 0.0 20.0 £40.0
Evo2 (7B) 48.0+£9.8 46.7£26.7 288+ 11.3 244+128 20.0+40.0 50.0 £ 15.8
Evo2 (40B)  52.0+90.8 60.0£25.0 37754 267+244 20.0=£40.0 60.0 £20.0
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BoN Jailbreak with Iterative
Sliding Window Generation

Generate 640 bp Generate 640 bp Generate 640 bp Generate 640 bp

Generate 640 bp Append Append Append Append

Append [0:128] [129:256] [257:384]  [385:512] [513:640]
48bp to 128bpto 256bpto | 384bpto  512bpto
128bp 384bp 512bp | 640bp
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Jailbreak Success of Evo2 (1B)

I BoN I GeneBreaker

I BoN+SW
100 100 100
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Jailbreak Success
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+ssRNA -ssRNA Large DNA Small DNA dsRNA Enteric RNA
(n=10) (n=3) (n=5) (n=1) (n=1) (n=2)

Virus Category
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Next Steps

* Expand potential prompts to go past a maximum of 5 possible inputs to Evo2
from ChatGPT-4o0. i e

» Optimize scripts forr

4 tential prompts to go past a maximum of 5 p

 ChatGPT-4o.
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