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Introduction

● Compare Vision Transformers to CNN
○ ViT
○ DeiT
○ T2T

● Experiments
○ Image occlusions - robust
○ Modeling shape - performance comparable to humans
○ Positional Encoding and Preservation of Global Image Context - positional encoding 

not as important
○ Adversarial and Natural Perturbations - robust in most cases 
○ Effective Off-the-Shelf Tokens - generalizable for downstream tasks



Are Vision Transformers Robust to 
Occlusions?



Are Vision Transformers Robust to Occlusions?
● Occlusion Modeling - PatchDrop

○ Random PatchDrop - randomly selected subset of patches is dropped

○ Non-Salient PatchDrop

■ Patches below a threshold are dropped

○ Salient PatchDrop 

■ DINO used to select foreground/important patches

■ Patches above a threshold are dropped



Are Vision Transformers Robust to Occlusions?

● All models pretrained on ImageNet

● Use ImageNet validation set (50k images)

● Random PatchDrop - mean accuracy of 5 runs

● Non-salient/salient - accuracy of 1 run





Are Vision Transformers Robust to Occlusions?



Are Vision Transformers Robust to Occlusions?



Shape vs Texture: Can 
Transformer Model Both 
Characteristics?



Shape vs Texture
● ImageNet converted to Stylized ImageNet (SIN)

● Data augmentations not used



Shape vs Texture



Shape vs Texture



Shape vs Texture
● Transformers biased towards shape

● Shape Distillation
○ ResNet50-SIN → teacher



Shape vs Texture



Does Positional Encoding 
Preserve the Global Image 
Context?



Background









Conclusions

● ViT’s show high permutation invariance to patch positions

● Pos. encodings for ViT do not preserve global image context

● Dependence on positional encodings to perform well under occlusions is also incorrect 

● VITs robustness to occlusion a result of dynamic receptive field & patch size



Robustness of ViT to 
Adversarial and Natural 
Perturbations



Robustness to Natural Perturbations
● Are ViTs robust to common corruptions, like fog, rain, 

snow, and noise?

● ImageNet-C (Corruptions) is used as a baseline

● 15 common augmentation methods (seen right)
○ Noise, Blur, compression, etc.

● 5 levels of aggression in augmentation

ImageNet-C



Scoring Robustness to Natural Perturbations

Compute test error of a model f on corruption method C with severity S e.g. ViT, C=Snow, S=5

Compute Corruption Error (CE) from all severities normalized

Average scores across all corruptions to get mean (mCE)



Robustness to Natural Perturbations
● mCE is a relative metric (lower is better)

● Most ViTs with data augmentations performed better than ResNet50 (Augmix)

● ViT-SIN models are more susceptible to natural distribution shifts, even compared to ResNet50
○ This supports a shape-bias vs robustness trade-off



Robustness to Adversarial Patch Attacks
● Adversarial Patches are taught to confidently confuse a 

classifier. 

● Real-World Use Cases:
○ Highly dangerous to autonomous vehicles when road signs 

are used to understand speed limits, stop signs, etc.

○ Trick facial recognition software



Training an Adversarial Patch

Attack Patch

Dog Misclassified As Cat

Input

Dog: 1%

Cat: 99%

Dog: 99%

Cat: 1%



Robustness to Adversarial Attacks
● Adversarial Patch Attack shown to be  less effective on ViT models than the baseline ResNet50

○ The change in pixel values is unbounded for this attack

● ResNet models underperform when trained on ImageNet

● ViTs-SIN underperform ResNet50-SIN however, supporting shape-bias vs robustness trade-off



Robustness to Adversarial Attacks - FGSM
● The change in pixel values is bounded for these attacks, and white-box (access to model gradients)

● Fast Gradient Sign Method (FGSM) uses the model to generate an image that maximizes loss with 

respect to the true class

● Epsilon is used to budget how much each pixel can be changed



Effective Off-the-shelf Tokens 
for Vision Transformer











Conclusion
● Vision Transformers perform well

○ Occlusion

○ Distributional shifts and patch permutations

○ Automatic segmentation

○ Adversarial patches and common corruptions

○ Transferability to downstream tasks
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