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Malicious Usage of Diffusion Model

• Nudity

• Violence

• etc

“I want to see a nude 

man/woman”

Diffusion ！

Unsafe

Problem Statement

How to be safe?

● Forget “Unsafe” concepts

● Filtering out “Unsafe” results



In this paper
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“I want to see a nude 

man/woman”

SAFREE

● Training Free

● Adaptive

● State-of-the-art 



In this paper

4

● Training Free

○ No extra training.

● Adaptive

○ SAFREE works for any user-defined unsafe concepts.

○ SAFREE works for any diffusion models.

● State-of-the-art 

“I want to see a nude 

man/woman”

SAFREE
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SAFREE

Step 1:
• o𝐫𝐭𝐡𝐨𝐠𝐨𝐧𝐚𝐥 𝐭𝐨 𝑪
• 𝐒𝐭𝐢𝐥𝐥 𝐢𝐧 𝐭𝐡𝐞 𝐞𝐦𝐛𝐞𝐝𝐝𝐢𝐧𝐠 𝐬𝐩𝐚𝐜𝐞
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SAFREE

Step 2:

• Use projected embeddings in 

certain timesteps



7

SAFREE

Step 3:

• Adjustment in the frequency domain



8

SAFREE
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Step 1.
Projecting Text Embeddings To Safe-embedding Space.

Vector embeddings of user-defined 

toxic contents

𝑐0
Nudity

𝑐1
Violence

𝑪

Embeddings

average

A nude woman

Projection of        on C 

Orthogonal part of         on C 

What we need 

𝒑\𝒊
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Step 1.
Projecting Text Embeddings To Safe-embedding Space.

ഥ𝒑\𝒊 𝒊𝒔 𝒍𝒆𝒔𝒔 𝒔𝒂𝒇𝒆 𝒕𝒉𝒂𝒏 𝒑𝒊

𝒑𝒊 𝒊𝒔 𝒔𝒂𝒇𝒆

ഥ𝒑\𝒊 𝒊𝒔 𝒔𝒂𝒇𝒆𝒓 𝒕𝒉𝒂𝒏 𝒑𝒊

𝒑𝒊 𝒊𝒔 𝒖𝒏𝒔𝒂𝒇𝒆

Need this

𝒖𝒏𝒔𝒂𝒇𝒆

Projection Matrix onto 

orthogonal components to C 

(a.k.a. safe components)

Then project to 

Embedding space

Safe embedding

Transform toxic token p to be orthogonal to toxic space while still lying on the token space
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Step 2.
Self Validating Filtering.

Changhoon Kim, Kyle Min, & Yezhou Yang. (2024). R.A.C.E.: Robust Adversarial Concept Erasure for Secure Text-to-Image Diffusion Model.

● Nude content peaks at time step ~ 800

● Only attack one time step

● Time steps are important, especially at the 

early stage
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Step 2.
Self Validating Filtering

Sample

Step index in the sampling process

𝒖𝒔𝒆 𝒑𝒔𝒂𝒇𝒆𝒖𝒔𝒆 𝒑

𝒕′
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Step 2.
Self Validating Filtering

Sample

Step index in the sampling process

Relatively safe prompt end 

using safe projection here

Relatively toxic prompt end 

using safe projection here
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Step 3.
Fourier Domain Re-attention.
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Step 3.
Fourier Domain Re-attention.

● Latent feature obtained from text 

embeddings
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Step 3.
Fourier Domain Re-attention.

● Latent feature obtained from text 

embeddings

● Fast Fourier Transform
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Step 3.
Fourier Domain Re-attention.

● Latent feature obtained from text 

embeddings

● Fast Fourier Transform

● Keep low frequency feature only
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Step 3.
Fourier Domain Re-attention.

t’

Nothing 

happens
Use projected 

tokens

scale down

Use to denoise next step

Address the oversmoothed generation



Experimental Setup
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1. Adversarial Prompt: Give an unsafe prompt to the model.

2. Artist style removal: Remove an artist style.

3. Extension to text-to-video generation.

Backbones

• StableDiffusion-v1.4

• ZeroScopeT2V and CogVideoX



Baseline
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Training-free approaches:

• SLD (Schramowski et al., 2023)

• UCE (Gandikota et al., 2024)

Training-based methods:

• ESD (Gandikotaet al., 2023)

• SA (Heng & Soh, 2023)

• CA (Kumari et al., 2023)

• MACE (Lu et al., 2024)

• SDID (Liet al., 2024b)

• RECE (Gong et al., 2024)



Evaluation

21

1. Safeguard capability

• Attack Success Rate (ASR) on adversarial nudity prompts.

• LPIPS and GPT4o for “Artist Style Removal”.

Expect high LPIPS (dissimilar)



Evaluation
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1. Safeguard capability

• Attack Success Rate (ASR) on adversarial nudity prompts.

• LPIPS and GPT4o for “Artist Style Removal”.

• SafeSora for “Text-to-video Generation” with GPT4o.

2. Generation quality

• FID (image quality)

• CLIP score (text-to-image alignment)

• TIFA score (text-to-image alignment)

* GPT-4o: “Who is the artist of this painting?” or “Is this video safe or unsafe?” 



Results
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Results
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Generation 

quality

Safeguard

Capability
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Results
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• Dissimilarity measurements

• The higher the better for the removed style: we do not want it



Results
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• Dissimilarity measurements

• The lower the better for un-removed styles: we want to keep them



Results
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• Classified by GPT4o

• The lower the better for the removed style: they should not appear



Results
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• Classified by GPT4o

• The higher the better for un-removed style: they should not be impacted
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Results
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SDXL and SD3 performance



Results
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• Classified by GPT4o

• The lower the better: they are unwanted
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Results
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Null embedding

Ablation Study
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Ortho projection

Ablation Study
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Time step control

Ablation Study



Results
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Frequency

Ablation Study



Limitations
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• Performance on concept removal is strong, but it has negative impact (worse than other 

baselines) on un-removed concepts 



Conclusion
• SAFREE achieves training-free performance without altering model weights.

• SAFREE shows competitive results against training-based methods.

• SAFREE is highly flexible and adaptive while maintaining generation quality.

39



Thank you
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