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Abstract

® Current adversarial defenses overestimate their robustness
® Automated and general adaptive attacks do not work
® Each attack must be specifically designed for the defense it attacks

Thus, this paper:

® Gives 13 new strong adaptive attacks for 13 published adversarial defenses
® Explains each defense and attack simply and gives their methodology in
arriving at the attack



Introduction

® The attacks covered are:
o k-Winners Take All
o The Odds are Odd
o Mixup Inference

® And Expectationover Transformation (EOT)

Slide structure for each attack:

1. Defense
2. Attack



Expectation over Transformation (EOT)

Use case: computing gradients of models with randomized components

We want...

V:t:f(:r')

We need g(x)

g(z) ~ f(x)



Expectation over Transformation (EOT)

fr(x)

f?“z' (:B)

A random classifier will produce a random
prediction on input x.

One instance of a random prediction. In other
words, one “run” of classifier.



Expectation over Transformation (EOT)

;; T fTi (:E) Gradient for a randomly chosen prediction of input x

1 n
_ v f (x) Averaging all of the gradients produced by
TJ Ty random predictions of input x
n ‘
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Expectation over Transformation (EOT)

VoEn[f(0)] = BV o)) = 3V fy (@)

Outputis the gradient we want to use instead of the randomized gradient from the model



k-Winners Take All: Defense

yi, Y; € 1k largest elements of y
or(y)i =9, { }

0, else.

ReLU activation function is replaced with this new activation function (k-WTA function)



k-Winners Take All: Defense

Effect of using k-WTA function: small changes in the input will lead to large jumps in
the predictions

Chaotic partitioning makes it hard to create minimal adversarial examples



k-Winners Take All: Attack

Solution is to estimate a smoothed version of the gradient

Estimating the local gradient through running
multiple predictions of the gradient with small,
normally distributed changes to the input

f(x)




k-Winners Take All: Attack

How do we estimate the gradient?
M /2

9@) = —2 3" [VaLew(f(@ + )9) + Valop(f (o - 0),y)

Estimating average local gradient 8

At point x

With M random perturbations

where 6 ~ N (p = 0,07)

Drawn from standard normal distribution

Key Takeaway: adding k-WTA activations actually decreases the robustness



The Odds are Odd: Defense

Compares the logits of the classification layer to check for an adversarial example

'3DCNN#1 '3DCNN#2 '3DCNN#3
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The Odds are Odd: Defense

The difference betweenthe logit values of classes i and y. Where y is the predicted
class and j is any other class.




The Odds are Odd: Defense

Multinomial Gaussian noise is applied to the input Z(Q’j —|— (S)

Clean Examples: Z($) ~ Z(:B + 5)

Adversarial Examples: Z($) F?é Z(iE + (S)




The Odds are Odd: Defense

Equation (1) determines if the input is likely adversarial or not based on a threshold

() Ayi(x) > 7y

Equation (2) Finds the difference betweenthe differences of logits for classesi & y

2) Ayi(x) =Esan [Ayi(z+06) — Ay ()]




The Odds are Odd:

Attack

Two key parts to the defense:

® s, Large if the model often switches its prediction
® s,: Largeif the modelis overly confident in its prediction

s, +s, must be small in order to circumvent!

Ayi(z) = Eson
— EENN
— IEEMN'

Ay i(z+0) — Ay i(z)]
(2(z +06)i — 2z(z + d)y) — (2(x)i — 2(2)y)]

- Ty

(z(x +6)i — 2(z + 6)y )] + (2(2)y — 2(2):)

N

51 52



The Odds are Odd: Attack

® PGD + EOT: Reduces s, however, it’'s not enough

Note that to circumvent:

® A model’s robustness to noise must be similar to or larger than a typical input
® A model’s prediction confidence must be similar to a typical input

Thus we minimize,

‘ |Z(CU,) — Z(ajt) ‘ ‘% And combine with EOT




Mixup Inference: Defense

Mixup Inference computes logits with input x and randomly selected clean samples s,

® Lambda determines what proportion of the input to z is samples s,
1 & 1 &
Z(x) = z E 2(Tr) = z E Z( Az 4+ (1 — A)sg)

Assumption: adversarial examples are fine tuned to a class and do not hold up
when slightly modified

Mixup Inference slightly modifies them




Mixup Inference: Attack

Generate adversarial examples such that they are less prone to error upon
modification

® Optimize to less confident, but more generalized perturbations with PGD
® Averagethe gradient in each step of the attack
® The gradient must be stable

Combining with EOT could potentially be used to further improve the attack



Conclusion

® Every defense was circumvented with strong adaptive attacks

® Attacks must be simple and designed specifically for the defense

“For any proposed attack, it is possible to build a non-robust defense that prevents
the attack”

® Future defense research should create stronger adaptive attack evaluations



For the paper

® Presents the paperas a learning experience

® Contests modern defense research evaluation methods

® Introduces T1-T6 attack categorization

® Successfully breaks many modern defenses



Against the paper

® The definition of “strong” in strong adaptive attacks is not explicitly defined

® Most attacks were only Linf

® The k-WTA attack hurts the model’s robustness

® The attack computational costs are not given



Thank you




