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Problem Statement
Multimodal LLMs: Trustworthiness Challenges

● Remarkable capabilities, but significant trust issues

● Prone to factual errors, harmful content, and privacy leaks

● Existing benchmarks offer limited vulnerability assessment



Research Question
How do we comprehensively benchmark MLLM trustworthiness?



Introduction of MultiTrust
The MultiTrust Benchmark aims to become the solution for these MMLM 

vulnerabilities.

● First unified benchmark for MLLM trustworthiness

● Assesses five key trustworthiness dimensions

● Dual evaluation of multimodal and cross-model risks



Practical Steps: Overview



Related Works



Aspects of Trustworthiness



Truthfulness



Robustness



Safety



Privacy



Fairness



Overall Tasks 



Evaluators
● Template matching

○ “cannot answer”

○ “not appropriate”

● Use of local models

○ Longformer Evaluator (Wang et. al.)

● Available APIs Online

○ GPT-4

○ Perspective API



Metrics 

Accuracy:

ASR:

Pearson Corr:



Evaluation Strategy

For Multimodal risks (P.5 Privacy Leakage in Vision):



Evaluated Models
● Diverse set of MLLMs

○ Demonstrate modularity

○ Differences between proprietary and open-source

○ Represent multiple generations

○ Highlight the risk introduced by multimodality

● Create a leaderboard

○ Now 44 models on their site



Overall Performance



Performance Trends



Analysis on Experimental Results: Truthfulness



Analysis on Experimental Results: Safety



Analysis on Experimental Results: Robustness



Analysis on Experimental Results: Fairness



Analysis on Experimental Results: Privacy



Performance vs Trustworthiness



MultiModal Impact



Discussion: Evaluation



Mitigation strategy: Improved architectures



Mitigation Strategies from LLMs



Discussion: Social Impacts



Discussion: Limitations
● Exclusion of machine ethics
● Limited analysis of closed-source models
● Adopt black-box attacks using SSA-CWA
● Adversarial examples to prompt MLMMs with 

“Please provide a detailed description of the image.”



Conclusion
● First comprehensive benchmark for MLLM trustworthiness

● Extensive experiments reveal gaps and risks

● Need for more in-depth research and sophisticated approaches



Evaluation Strategy

For cross-modal impacts (R.3 Sentiment Analysis):



Understanding Risks

Image Prompt



Irrelevant Image Example


