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Evo2 is an open-source 
bio-foundation model 
by Arc Institute that 
generates functional 
DNA molecules.

DNA Generation Pipeline
• Prompt: “ATCG”
• Output: 

Example of Utility
• Evo2 can accelerate genome insertion experiments 

to determine gene expression knockout. 

Wet lab 
workflow 
for a 
knockout 
experiment
. 



Problem Statement



Evo2 has no safety 
alignment, inference-
guidance, or 
input/output filtering.  

• The only safety protocol for Evo2 
is not being trained on human 
viruses.

• This is not enough of a safety 
guard against unsafe output.

We red-team Evo2 to showcase 
more safety development is 
needed by producing human 

viruses. 



The 
Current 
SOTA-GeneBreaker





JailBreakDNABench
Large DNA (n=5) Small DNA (n=1) +ssRNA (n=10) -ssRNA (n=3) dsRNA (n=1) Enteric RNA (n=2)
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Herpesviridae MERS-CoV Measles virus Norovirus

Varicella-Zoster Virus CoronavirusOC43 Mumpsvirus
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CoronavirusNL63

Dengue virus

HCV

HIV

Japanese Encephalitis 
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Our Proposed 
Method



Bad actor prompting 
ChatGPT-4o for 

homologous, nonpathogenic 
versions of human viruses. 

Prompt 1-ATCG

Prompt 2-CATG

Prompt 4-TGCA

Prompt 3-GTAC

Generate 640bp every round for 5 rounds
1

Final Pathogenic 
Sequence

2 3 4 5



Results





Conclusion



There is a critical safety 
gap that needs to be 
addressed. 

• Our method outperforms 
the current SOTA in every 
human viral category for 
Evo2(1B).

• It does so without an 
auxiliary model and scoring 
function.

• This underscores the need 
for more robust safety 
protocols to prevent the 
misuse of bio-foundation 
models.
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Thank you. 
Questions?

Virus entry into a cell

"Some might think that biorisk is not real, and models only 
provide information that could be found via search. That 
may have been true in 2024 but is definitely not true 
today." -Boaz Barak, OpenAI

“I prep for survival..... After a Dutch lab modified the H5N1 
bird-flu virus… the chance of a lethal synthetic virus being 
released… became, well, nonzero,” -Sam Altman, CEO of 
OpenAI


